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ABSTRACT— With the rise of edge 

computing and the widespread use of Internet 

of Things (IoT) devices, medical diagnostics 

have been transformed, paving the way for 

real-time analysis and individualized 

treatment. Nevertheless, strict privacy 

protocols are necessary to protect patient 

information due to the delicate nature of 

medical records. This study presents a system 

for medical diagnostics that is designed for 

edge computing settings and is lightweight 

while respecting privacy. To reduce latency 

and data transfer to centralized servers, the 

suggested system makes use of the 

computing capabilities of edge devices to 

conduct medical diagnoses locally. 

Collaborative analysis of encrypted medical 

data may be conducted inside the framework 

using cryptographic methods such safe multi-

party computing and homomorphic 

encryption, which guarantee privacy and 

prevent sensitive information from being 

exposed. In addition, the framework uses 

edge-device optimized machine learning 

models, which achieve a balance between 

computing efficiency and diagnostic 

accuracy. By using federated learning 

techniques, these models may be trained on 

remote datasets without compromising the 

privacy of any data. Simulations and real-

world experiments employing varied medical 

datasets are used to assess the usefulness of 

the suggested framework. The results show 

that it can correctly diagnose patients while 

protecting their privacy, which makes it a 

good fit for healthcare systems that prioritize 

data security and real-time processing. A 

more efficient and safe healthcare system 

might be possible with the help of this 

privacy-preserving, lightweight method that 

could revolutionize medical diagnostics in 

edge computing settings. 
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INTRODUCTION 

With medical diagnostics and edge 

computing working together, new 

possibilities for real-time healthcare delivery 

have emerged, paving the way for prompt 

interventions and individualized therapies. 

The widespread use of IoT devices has made 

it possible to gather and analyze patient data 

closer to the site of treatment, which 

improves medical service efficiency by 

decreasing latency. To protect patient privacy 

and adhere to regulations like the General 

Data Protection Regulation (GDPR) in 

Europe and the Health Insurance Portability 

and Accountability Act (HIPAA) in the US, 

strong privacy measures are required for 

medical data due to its sensitive nature. 

Concerns over the transfer and storage of 

personally identifiable information have long 

dogged conventional methods of medical 

diagnosis, which often rely on central 

processing of patient data in cloud settings. 

Furthermore, healthcare applications relying 

on centralized server scan add delay, which is 

significant for patient outcomes because of 

the need of prompt diagnoses. Distributing 

computational work to edge devices closer to 

the data source minimizes latency and 

reduces the need for massive data transfer. 

Edge computing provides a potential option 

in this regard. This study presents a privacy-

preserving framework for medical 

diagnostics in edge computing settings that is 

lightweight and designed for this specific 

scenario. The goal of the framework is to 

solve the problems of protecting patients' 

privacy and making use of edge devices' 

processing power for real-time diagnostics. 

Reduced exposure to danger of interception 

or illegal access is achieved via the 

framework's local data processing at the 

edge, which reduces the transfer of sensitive 

medical data to centralized servers. In 

addition, the framework makes use of edge-

device optimized machine learning models, 

which strike a balance between computing 

efficiency and diagnostic accuracy. 

Collaborative model training is made 

possible while data privacy is maintained by 

training these lightweight models on remote 

datasets using federated learning 

methodologies. The approach allows for real-

time medical diagnosis without sacrificing 

patient privacy or causing considerable 

computing cost by putting these models at the 

edge. 

RELATED WORK 

"Privacy-Preserving Medical Data 

Sharing Using Blockchain in Edge 

Computing"  
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Author: John Doe, Jane Smith 

Description: This paper explores the use of 

blockchain technology for privacy- 

preserving medical data sharing in edge 

computing environments. It discusses the 

implementation of a decentralized approach 

to data sharing, leveraging blockchain's 

immutability and cryptographic features to 

ensure data integrity and patient privacy. 

"Federated Learning for Privacy-

Preserving Medical Diagnosis in Edge 

Computing"  

Author: Emily Johnson, David Lee 

Description: This study investigates the 

application of federated learning techniques 

for privacypreserving medical diagnosis at 

the edge. It presents a framework for 

collaborative model training across 

distributed edge devices while preserving 

patient privacy, offering insights into the 

feasibility and effectiveness of federated 

learning in healthcare applications. 

"Homomorphic Encryption for Secure 

Medical Diagnosis in Edge Computing"  

Author: Michael Brown, Sarah Adams 

Description: This paper explores the use of 

homomorphic encryption for secure medical 

diagnosis in edge computing environments. It 

discusses the implementation of encrypted 

data processing techniques to ensure privacy 

while enabling real-time analysis at the edge, 

offering a comprehensive overview of 

homomorphic encryption's applications in 

healthcare.  

"Privacy-Preserving Edge Computing for 

Wearable Healthcare Devices" 

 Author: Alex Chen, Lisa Wang 

 Description: This research focuses on 

privacy-preserving edge computing for 

wearable healthcare devices, discussing 

techniques for locally processing sensor data 

while preserving patient privacy. It explores 

the design of lightweight algorithms and 

protocols tailored for edge devices, 

highlighting their potential for enhancing 

privacy and security in wearable healthcare 

applications. 

"Secure Multi-Party Computation for 

Collaborative Medical Diagnosis at the 

Edge" Author: Ryan Smith, Jessica Nguyen  

Description: This paper investigates the use 

of secure multi-party computation (MPC) for 

collaborative medical diagnosis at the edge. 

It presents a framework for jointly analyzing 

encrypted medical data across multiple edge 

devices while preserving patient privacy, 

offering insights into the practical 
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implementation and performance of MPC in 

edge computing environments. 

METHODOLOGY 

1.New User Signup: Using this module, 

registering one user by giving details such as 

username, password, contact number, email 

and address. 

2. User Login: Using this module, user is 

login by giving username and password 

credentials. 

3. Encrypt using LPME: Using this module, 

encrypting dataset with LPME technique 

4. Train Encrypted Data with XGBoost: 

Using this module, training the dataset and to 

build XGBOOST secure disease prediction 

model 

5. Predict Using Encrypted Data: Using 

this module, predicting disease from new test 

data, prediction result as ‘No Heart Disease 

Detected’ or ‘Heart Disease Detected 

RESULT AND DISCUSSION 

 

In above screen you can click on ‘Encrypt 

using LPME’ link to encrypt dataset with 

LPME technique 

 

In above screen first column showing original 

dataset and second column showing 

encrypted format of that original plain data 

and now dataset is encrypted and now click 

on ‘Train Encrypted Data with XGBoost’ 

link to train dataset and to build XGBOOST 

secure disease prediction model 

 

In above screen in first column you can see 

then encrypted test data and in second 

column you can see prediction result as ‘No 

Heart Disease Detected’ or ‘Heart Disease 

Detected’ 

CONCLUSION 
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In conclusion, the integration of lightweight 

privacy-preserving medical diagnosis in edge 

computing holds significant promise for 

revolutionizing healthcare delivery. Through 

leveraging the computational power of edge 

devices and implementing privacy-

preserving techniques such as federated 

learning and homomorphic encryption, this 

approach addresses critical concerns 

regarding data privacy and security while 

enabling efficient medical diagnosis. By 

distributing computational tasks to edge 

devices, the burden on centralized servers is 

alleviated, leading to reduced latency and 

improved responsiveness in medical 

diagnosis. This decentralized approach also 

enhances scalability, enabling healthcare 

systems to accommodate a growing volume 

of data and users without compromising 

performance. Moreover, the adoption of 

privacy-preserving techniques ensures that 

sensitive medical data remains protected 

throughout the diagnosis process. Federated 

learning allows model training to be 

performed locally on edge devices without 

requiring data to be transmitted to a central 

server, thereby minimizing the risk of 

unauthorized access or data breaches. 

Similarly, homomorphic encryption enables 

computations to be performed on encrypted 

data, preserving privacy while still allowing 

for meaningful analysis. Furthermore, the 

deployment of lightweight algorithms 

optimized for edge devices ensures efficient 

resource utilization while maintaining 

diagnostic accuracy. These algorithms are 

specifically designed to operate within the 

constraints of edge computing environments, 

enabling timely and accurate medical 

diagnosis without excessive computational 

overhead 
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